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Authentication Based on Verifiable Encryption with Private Digital Identity

sosll cfEhnBdDigital Identity (X BEHFERICIHEABSIEUTERESNTULE T H . ERELEF
ICIRFRZES T BHERIC ha#ls’zﬁ&@')l’]i)\EF)Ui‘d'oZISﬁﬁnT(at BABHRORYNETDE
X217 CRELGIFRHDIESD . BRZESIEVLEFFEFRETEIRENDZELEE I ATAD
RFEZ{TO>TWVWET,

V{IERDERS
- BERIRA VWU R T

« ZXvw MEEUICFIHTELG L) w i

PN BABERZIREF

VPDITOEROIN ) 243
m) 555

1—H— 5 INA R
*PDI:Private Digital Identity

O exmoBEA 40

O ESLTIBEFBVEDHRERYRTHER
O mEEEOSE(LICRL

O REAEVHEIEOZR

[BEHRZESIELTESEIICREGIZIEHMNESUNIES X T LA RREFXEZE BIZH BEREZEE AL Ex

TOKYO UNIVERSITY OF SCIENCE University Research Administration Center

@ HEIERIAS NS - EREgtY 9 —

http://www.tus.ac.jp/ura/

2018.8



RRIEMAZ ETEE BEEREER

Department of Information Sciences, Faculty of Science and Technology, Tokyo University of Science

e ALl 25 mew

Satoshi IRIYAMA Junior Associate Professor

» — TR T — I EERICLBEANBRFRDVRATHNH S

There is a risk of personal information leakage due to unified data management.
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Searchable encryptions using homomorphic cryptography are slow.
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The memory used is enormous. Usage range is limited.
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Proposal of Private Digital Identity (PDI).
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It is possible to authent|cate without informing any Digital Identity to a third party.
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It can authenticate with encryption.
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Key exchange is not required. The memory used is very small.
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The processing speed is fast.
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0T key management system: accommodation facility reservation, entrance management, delivery box, car sharing, etc
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Authentication system
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Ticket management / entrance management
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Improving security of public Wi -
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User interfaces and dedicated devices assuming actual use situations are incomplete.
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Overall system construction and demonstration experiment assuming the situation of use are incomplete.
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Development prototypes of attractive services.
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